The Indian banking sector has experienced considerable growth and changes since liberalisation of economy in 1991. Though the banking industry is generally well regulated and supervised, the sector suffers from its own set of challenges when it comes to ethical practices, financial distress and corporate governance. This study endeavours to cover issues such as banking frauds and mounting credit card debt, with a detailed analysis using secondary data (literature review and case approach) as well as an interview-based approach, spanning across all players involved in reporting financial misconduct. The report touches upon the case of rising NPAs in the past few years across various scheduled commercial banks, especially public sector banks. The study finally proposes some recommendations to reduce future occurrence of frauds in Indian banking sector. The credibility of third parties such as auditing firms and credit rating agencies is also questioned in the study and is believed to be a significant contributor amongst other causes, such as oversight by banks and inadequate diligence.
In the last three years, public sector banks (PSBs) in India have lost a total of Rs. 22,743 crore, on account of various banking frauds. With various measures initiated by the RBI, numbers of banking fraud cases have declined, but amount of money lost has increased in these years.
Prima facie, an initial investigation in these cases has revealed involvement of not only midlevel employees, but also of the senior most management as was reflected in the case of Syndicate Bank and Indian Bank. This raises serious concern over the effectiveness of corporate governance at the highest echelons of these banks. In addition, there has been a rising trend of non-performing assets (NPAs), especially for the PSBs, thereby severely impacting their profitability. Several causes have been attributed to risky NPAs, including global and domestic slowdown, but there is some evidence of a relationship between frauds and NPAs as well.
The robustness of a country's banking and financial system helps determine its production and consumption of goods and services. It is a direct indicator of the well-being and living standards of its citizens. Therefore, if the banking system is plagued with high levels of NPAs then it is a cause of worry, because it reflects financial distress of borrower clients, or inefficiencies in transmission mechanisms. Indian economy suffers to a great extent from these problems, and this served as the prime motivation for the authors to carry out this detailed study of frauds in the Indian banking system and examining frauds from different angles.
This study takes into consideration, different aspects of Indian banking sector. Specifically for this study, primary semi-structured interviews were conducted with bankers and industry veterans to better understand sector dynamics. Finally, an attempt has been made to give possible recommendations that can help mitigate these problems.
The rest of the paper is organized into three major sections. Section 2 is a review of existing literature on the global and domestic banking sector. It talks of the evolution of the regulatory landscape governing the banking system as well as a discussion of existing literature on the issues of NPAs in banks and incidence of banking fraud. Section 3 provides a detailed analysis of banking frauds in India. It broadly covers two categories of studies carried out -secondary research from literature and case studies and primary research from interviews spanning across all players involved in reporting of financial misconduct. Section 4 provides a detailed set of recommendations for prevention and early detection of frauds in banking system.
The study intends to fulfil the following two objectives -a) to understand and analyse underlying causes contributing to increasing trend in frauds committed in Indian banking sector; and b) to suggest appropriate and suitable measures that can help the system in addressing these issues. A dual approach was undertaken to accomplish the above mentioned objectives: a) Secondary sources: This was based on literature review and case study approach.
It also relied heavily on trend analysis of frauds based on past data available with the RBI and various other entities. Also, it seeks to uncover the broader trends within public sector banks (PSBs) and private sector banks (PVBs) in India; b) Primary sources: A 360 degree analysis was conducted by interviewing banking officials, retired bankers, practitioners, policy makers, crime and compliance officers, and auditors. The aftermath of the great depression in 1930s in the USA saw enforcement of Glass-Steagall act (GSA) with an objective to reduce risks to financial system and tackle conflict of interests that exist in banking, by separating commercial banking functions from 'risky' investment banking functions. However over time, a series of dilutions gradually rendered GSA ineffective which was finally repealed in 1999.
With globalization, Kohler (2002) in his speech at a conference on humanizing the global economy stressed the need to increase transparency of financial structures as well as to raise the surveillance of international capital markets. In mid 1990's, World Bank laid out a welldefined strategy to combat different types of frauds and corruption, and jointly with the IMF created financial sector assessment program (FSAP), to assess, diagnose and address potential financial vulnerabilities. FSAP has undergone several transformations and wider acceptance over the years, since its inception in 1999.
Mergers of giants in the banking industry gave birth to the concept of "too big to fail", which eventually led to highly risky financial objectives and financial crisis of 2008. In response to the 2008 crisis, Dodd-Frank wall-street reform and consumer protection act (DFA) was enacted in 2010. DFA gave birth to various new agencies to help monitor and prevent fraudulent practices. Volcker rule, a part of DFA, banned banks from engaging in proprietary trading operations for profit.
Post crisis, IMF has worked towards making risk and vulnerabilities assessment framework effective, by advocating greater transparency and information sharing, along with empowered supervisory and regulatory bodies, as well as greater international collaboration towards regulation and supervision of financial institutions. Gaps were identified under financial surveillance as well as on the frequency of such surveillance especially in economies with truly systemic financial sectors, whose failure might trigger a financial crisis. According to literature, approximately one in three banking crises followed a credit boom, which shows a correlation between relaxed credit expansion policies by banks and crises.
Another major sector distraught with fraudulent practices is the credit card market. However, given that credit card usage in India is predominantly for transactional purposes, the macroeconomic impact of fraudulent practices is less significant and is not considered further in this study.
Indian banking system has remained plagued with growth in NPAs during recent years, which resulted in a vicious cycle affecting its sustainability. Chakrabarty (2013) noted in his speech that, while most numbers of frauds have been attributed to private and foreign banks, public sector banks have made the highest contribution towards the amount involved.
Key findings in RBI (2014b) included the stress of asset quality and marginal capitalization faced by public sector banks, and various recommendations to address these issues. Rajan (2014) stressed on good governance and more autonomy to be conferred to public sector banks to increase their competitiveness and to be able to raise money from markets easily. In response to the common perception that increasingly strict regulations will make business opportunities take a hit, Raju (2014) stated that, regulations do not seem to be a bar in functioning of banks after the crisis. Subbarao (2009) was of the opinion that without broad-based trust and presumption of honest behaviour, there wouldn't be a financial sector of the current scale and size. He called the emergence of a moral hazard problem in the banking system as privatization of profit and socialization of costs.
To maintain uniformity in fraud reporting, frauds have been classified by RBI based on their types and provisions of the Indian penal code, and reporting guidelines have been set for those according to RBI (2014a and 2015a) . Towards monitoring of frauds by the board of directors, a circular was issued as per RBI (2015b) to cooperative banks to set up a committee to oversee internal inspection and auditing, and plan on appropriate preventive actions, followed by review of efficacy of those actions. Impartial policy guidelines and whistle-blower policy are vital to empower employees to handle frauds. RBI also issued a circular and introduced the concept of red flagged account (RFA), based on the presence of early warning signals (EWS), into the current framework, for early detection and prevention of frauds. Gandhi (2014) discussed the prime causes of growing NPAs and recognised the absence of robust credit appraisal system, inefficient supervision post credit disbursal, and ineffective recovery mechanism as key barriers addressing those aspects. Gandhi (2015) stressed on the basic principles that can go a long way in preventing fraud, namely the principles of knowing the customer and employees as well as partners. He also pointed out the significance of a robust appraisal mechanism and continuous monitoring. Lokare (2014) reveals that the share of retail loan segment in total NPAs continues to stay high, of which credit card loans (2.2 percent) have the third-highest contribution after personal and housing loans. Livshits, MacGee, Tertilt (2015) empirically suggest that the rise in consumer bankruptcy can largely be accounted by the extensive margin and lower stigma associated with it. It also suggests that financial innovations have led to higher aggregate borrowings, which has resulted in higher defaults. A study by Assocham (2014) finds strong correlation between sustainable credit growth, leading to healthy asset creation, and GDP growth. It emphasizes robust credit assessment and use of early warning systems to monitor asset quality of institutions. According to findings of Deloitte (2015) , number and sophistication of frauds in banking sector have increased over the last two years. Around 93 percent of respondents suggested an increase in fraud incidents and more than half said that they had witnessed it in their own organizations.
Retail banking was identified as the major contributor to fraud incidents, with many respondents saying that they had experienced close to 50 fraudulent incidents in the last 24 months and had lost, on an average of Rupees ten lakhs per fraud. In contrast, survey respondents indicated that the non-retail segment saw an average of 10 fraud incidents with an approximate loss of Rupees two crore per incident. Many respondents could not recover more than 25 percent of the loss. The risks undertaken by banks are still a cause of worry although it has moderated a bit. This is indicated by the bank stability indicator. Similarly, banks were worried by poor asset quality. System level credit risk is determined by gross NPA ratio which is expected to be around 5.4 percent by September 2016 and 5.2 percent in March 2017 as per RBI (2015c).
Further, the ratio of stressed assets has increased significantly in the last few years. As of September 2015, stressed and written off assets (SWA) 4 are at 14.1 percent. The trends however are divergent, with public sector banks having an SWA of 17 percent and private sector banks having an SWA of 6.7 percent according to Mundra (2016) .
As far as credit risk is concerned, 16 out of 60 banks (26.5 percent market share) were not able to cover their expected losses from their current framework.
RBI states that NPAs from retail banking are just 2 percent, whereas NPAs from corporate banking are 36 percent. Given the size of transactions in corporate banking, it is important that banks implement a robust monitoring mechanism post sanction and disbursement of facilities, and be vigilant to early signs of stress in the borrower accounts. There is an ongoing debate on the nexus between rising NPAs in the banking system and the increasing incidence of fraud. A former CBI director, in 2013, had raised the point that, amount involved in bank frauds had increased almost 324 percent in last three years while large ticket fraud cases involving amounts of Rs. 50 crore and above had increased tenfold.
He also pointed to reluctance on part of banks to declare bad accounts as frauds despite there being clear-cut manifestation of malfeasance CBI (2014). 7 Evergreening involves replacing the original loans by sanctioning inflated loans to the counterparty year on year.
There are some limitations that emerged in the discussion. One limitation is that bankers take the project at their face value during inspection. Even today due diligence across several public sector banks is weak. The banks keep the outstanding amount as current assets and hence the original costing basis of asset valuation shows no loss of money.
Shareholders are hence not aware for a long time. The classification of bad debts is also delayed considerably for a long time across all banks in India. Also, due diligence involves whether the project has got all necessary approvals, illustratively, a selling agreement as power-purchase agreement with the state government electricity board. Receivables from the government are taken for granted by the bankers but when the project goes sick these cash-flows are not realizable.
3. Third party agencies involved: Big loan advance frauds are not so easy to commit and it often results because bank officials collude with borrowers and sometimes even with officials of third parties such as advocates or chartered accountants (CAs). In such cases, the third parties such as the CAs or the advocates often get away as it is nearly impossible for the banks to prove criminal intent on the part of such persons due to various reasons such as lack of clear understanding of legal matters to bankers, and lack of expertise and legal advice on this subject, and unwillingness to reveal some sensitive data to courts/ public domain. Also, self-regulatory bodies of advocates, auditors or accountants like bar council and the institute of chartered accountants of India do not generally bar their errant members. Also, in this context, cost of pursuing such individuals and delay caused by courts often deter the PSBs.
The role of auditors was further analysed in order to identify gaps and loopholes that exist in the current system. Auditors can be classified into three main types: a) Bank auditors -There are two main types of auditors that work for a bank to look into financial statements of its borrowers. They work in different capacities in terms of their scope and knowledge. They can be held responsible for any misreporting under common legal framework due to faith placed on them by banks. The two types of auditors are:
i.
Statutory auditor -These look into financial statements of all borrowers that borrow from a bank. These are external auditors. assignments. This is due to insufficient resources and manpower available at their disposal. In such situations, auditors happen to be most dependent for law enforcement agencies Moreover, according to discussions, many officials in law enforcement agencies lack necessary skill-sets and financial expertise to identify and deal with fast moving financial frauds. The inability to hire competent professionals and expertise from market (lateral hiring) due to existing recruitment policy, flight of officials to greener pastures and private or foreign banks, poor compensation structure, unionization challenges as well as lack of adequate training in contemporary fraud prevention techniques are key HR issues, which indirectly contribute to bank frauds.
6. Senior management and board of directors: At times, senior management themselves may like to cover-up some cases to meet their short term targets and goals, and create a good picture for the shareholders. In fraud cases, within the banks, with suspected involvement of senior management, there is significant resistance while prosecuting officers in level 4 or above. Most of the officers retire before they can be booked for a fraud. Once retired, pension regulations apply to them making them immune to any financial penalty.
If the case is finally taken up in the court of law, a public prosecutor represents the bank.
The public prosecutor is usually overburdened with pending cases. Additionally, from the bank's perspective, having already lost substantial amount in fraud, they allocate limited budget for prosecutions, making it easier for the guilty to escape.
7. Bank employees: Incentive structure for employees needs a re-evaluation and gives too much importance to short term targets. This incentivizes the employees to give preference to short term targets only and not exercise proper due diligence. Hence, they take more risk than is usually the norm or resort to unethical means. There have been instances of frauds involving collusion of staff with third party agents like auditors to indulge in fraudulent activities on customers. Detection of such frauds takes a long time, and is only discovered when there are customer complaints of fraudulent cases. The customers who are victim of fraudulent activities by the bank, due to identity theft etc., could have avoided so, by following appropriate preventive measures and customer awareness guidelines. Political reasons may also be responsible for indulgence in loans proceed which has substantial risk of being defaulted or defrauded, especially when a red flag is raised on the loan. As legal opinion is not the strength of a banker, advocate's directions in that matter assume importance.
Frauds also result from lack of awareness of staff towards appropriate procedures in place and red flags they should be aware of. Technology related frauds are primarily due to nonadherence to standard procedures and systems in place, by the employees. Even when any employee detects some fraudulent activities in existence involving people in power, whistle blower protection policy does not guarantee adequate safety.
PSBs in India had prepared a five point action plan to make them more competitive, which included suggestions like introduction of performance management systems and incentives in banks. Smaller banks should focus on the areas of their strength (to optimize capital utilization) among other reform plans. The banks demanded creation of bank board bureau and bank investment committee and empowerment of banks on certain decision making capabilities, in line with RBI (2014b). Additionally, they demanded simplification of credit insurance process and strengthening of legal framework for debt recovery, apart from more usage of technology.
8. Borrowers and clients of banks: Frauds may also arise solely from the borrower's side.
Companies have been found to take part in 'high sea sales' with investment from Indian banks but the funds are either routed for other purpose or are not repaid after the sale has been made and instead, routed to other channels, resulting in a NPA. Such breach of contract is another instance of fraud since the funds are not utilized for the purpose they were initially set out and based on the project evaluated by the banker. Also, while pursuing fraudsters, banks and investigation agencies face many operational issues. Bankers are not experts in legal paperwork, and formal complaints against fraudsters drafted by them often lack incisiveness. Also, in absence of a dedicated department handling fraud matters, investigating officers (CBI/police) have to deal with multiple departments and people within the bank, which often results into poor coordination and delay in investigation. This results in very low conviction rate for fraudsters (less than 1 percent of total cases). Even after conviction in fraud cases, there is no legal recourse to recover the amount lost in the bank frauds and the country's legal system is perceived to be very soft on defaulters. Also, lack of strong whistle-blower protection law inhibits early detection in case of involvement of internal employees.
10. Judicial system: The long and elaborate judicial process is another major deterrent towards timely redressal of fraud cases. The delay in judiciary to prosecute those guilty of fraudulent practices, could lead to dilution of evidence as well as significant cost building on part of the victim bank.
Also, wilful default is still not considered as a criminal offence in India. Fraudsters, both big and small, take undue advantage of these means of evasion and commit maligned activities without risk of conviction.
11. Technological and coordination perspective: RBI has an elaborate set of early warning signals (EWS) for banks to curtail frauds. However as of now, there are inadequate tools and technologies in place to detect early warning signals and red flags pertaining to different frauds. The authors' interaction with a former chairman of a big public sector bank shockingly revealed that there is only one provider of vigilance and monitoring software for banks and price discovery is poor. Even the biggest of public sector banks cannot afford to buy that software. Also, lack of coordination among different banks on fraud related information sharing is another major roadblock.
Section 4: Conclusion and Recommendations
It is observed that PSBs fare better than PVBs in terms of total number of bank frauds.
However, the total amount involved is much higher in PSBs as compared to the private sector.
This can be attributed to large size of loans which PSBs offer to customers.
Credit related frauds have the maximum impact in all the banking frauds in India because of the high amount involved and the cumbersome process of fraud detection followed by CVC.
The frauds may be primarily due to lack of adequate supervision of top management, faulty incentive mechanism in place for employees; collusion between the staff, corporate borrowers and third party agencies; weak regulatory system; lack of appropriate tools and technologies in place to detect early warning signals of a fraud; lack of awareness of bank employees and customers; and lack of coordination among different banks across India and abroad. The delays in legal procedures for reporting, and various loopholes in system have been considered some of the major reasons of frauds and NPAs. i. One of them could be strengthening KYC norms. A benchmark in this case can be guidelines issued by OECD to regulate trust and corporate service providers (TCSPs) that helped extend liability of fraudulent malpractices in these institutions to lawyers and auditors as well. In India, NBFCs are required to act similarly by reporting about suspicious transactional activities but this is not done effectively as these laws are very weak in their current form.
ii. Another law that can be strengthened is that of wilful default which should be made a criminal offence. It is currently a civil offence under Indian law, whereas it is a criminal offense in other countries.
h) Ground intelligence assets: Banks should be equipped with some intelligence gathering agency, which might be deployed to track activities of borrowers and is able to help the bank in ensuring real time compliance and early detection of fraud. A special fraud monitoring agency should be setup in banks with highly skilled/trained officials. A specialised investigating agency is also needed with expertise from agencies such as CBI, RBI, SEBI and commercial banks.
i) Dedicated department for handling fraud cases: There should be a dedicated department equipped with legal assistance in every corporate branch of a PSB, which serves as a single point of contact with investigating agencies and facilitates easy access to relevant documents. j) Financial literacy: Many a times, staff does not know the exact definition of fraud and thus needs to be educated regarding this aspect. Therefore, learning sessions for employees and the best practices across the world in areas of early fraud detection and prevention should be imparted to staff on regular basis. There can be regular e-modules with e-certifications and updates made available.
k) Transparent hiring and adequate compensation: Banks have to ensure corporate governance at the highest levels. Top management needs to set guidelines and policies for ethical practices and standard procedures to be followed throughout and set an example on zero tolerance to negligence and fraudulent activities. Considering the roles and responsibilities of top management, emphasis should be given on appropriate hiring procedure at top management level, with appropriate preference for minimum service of at least 3 years, with accountability clause. Also, changes need to be incorporated on incentive mechanisms to have a balance between short term and long term targets. l) Coordination between agencies: there needs to be a confidential coordination between banks and agencies such as the Central Board of Direct Taxes (CBDT) to share vital information on personal wealth of promoters. In case of any information that may raise red flag, the CVC and the RBI should jointly investigate the promoters for fraudulent activities.
